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Introduction

In 2019 The Engine Room worked with in-country researchers to explore ID systems in five
regions. The goal of this project was to better understand the true effect that digital ID systems
have on the local populations that are forced to operate within them.

Our research in Thailand consisted of six focus groups with different communities, six interviews
with civil society organisations (CSOs) working with marginalised communities, and six interviews
with government officials and IT experts. Additionally, our research team in Thailand hired local
interpreters to communicate in migrant languages such as Burmese. This primary research was
carried out between February and March 2019. All quotations from key informant interviews and
focus group discussions come from the field research phase during this period. More information
on the methodology can be found in the global report.’

This project aims to understand the lived experiences of individuals, not to reflect representative
samples of each population. We cannot necessarily extrapolate one person’s experience to the
norm -- though there are times when every person interviewed experienced an aspect of a system
the same way -- but each experience gives us insight into how a diverse range of people is
impacted by digital infrastructure and protocols that are not designed to address diversity of
experience and identity.

The digital ID systems

Thailand's first attempt at a biometric digital ID system in 2005 was riddled with problems. The
government expected to register 64 million people in three years without conducting a pilot or
feasibility study, relied on technologies that were incompatible with one another, failed to provide
clarity on how the card functioned and faced bureaucratic complications and accusations of
corruption.? More recently, the development and piloting of a National Digital ID (NDID) platform
to facilitate online transactions has begun,® though its roll-out has been delayed numerous times.
In September 2018 the government approved a draft bill to set regulations for authentication and
require the formation of a national digital ID company to build a platform and database.* Reports
show a pilot phase starting with bank staff in January 2019,° but as late as October government
agencies were apparently unable to exchange data as planned.® A proposed Government Data
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Exchange Center will not be fully complete for two more years. As of the time of writing
(November 2019) there have been no more updates in projected timelines.

In the meantime, Thailand has a fragmented identification system, with multiple ID systems for
different populations administered by five government departments at various levels of
digitisation. As Thailand's digital agenda — and with it the widespread use of biometrics across
different sectors — gains momentum, it is important to step back and consider the identity
experiences of different groups. Since the country’s three to five million migrant workers are
particularly marginalised and face a complex identification process,” much of our research
focused on this population.

While we explored how the proposed upcoming national ID system — which will unite some of the
discrete systems — is being rolled out, we also documented people’s experiences with the Thai
government’s identification sector more generally. Firstly, we examined the national ID system
reserved for those over 60 years old, which focuses on delivering welfare benefits, such as
income and healthcare. Secondly, we focused much of our attention on the ID system used by
migrant workers to enable legal employment, known as the ‘pink card’. Thirdly, we spoke to other
marginalised communities about the impact the country’s various digital ID systems have had on
them.

Under the ‘pink card’ system, migrants from Laos, Cambodia and Myanmar who enter Thailand
without appropriate Thai documents must register for an ID known as the ‘pink card’? used by
government agencies, banks and other service providers to verify identity. It is not clear whether
or not this ID is attached to biometric data, but a government informant did tell us that the Thai
government collects the DNA of a certain number of migrants each year for “security purposes”.
Information gathered for this ID includes name and surname, date of birth, current address in
Thailand, date of validation, name of employer and address, and type and place of medical care.
Migrants register through an employer and are required to re-register with a new employer each
time they change jobs.

This NDID system, on the other hand, is primarily focused on banking and financial services and
is intended to “enhance digital security to facilitate online transactions, and enable greater access
to bank accounts and lending... based on facial recognition and blockchain-powered identity
authentication technology”.’ Reports have highlighted interoperability with “UN digital ID and e-
authentication collaborations in the Association of Southeast Asian Nations”, suggesting potential

for data sharing.'® The development of this system is part of a growing trend towards the use of
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biometrics in Thailand, including mandatory checks to authorise SIM card purchases,'" and the
reported requirement of mobile phone users in three majority-Muslim states to submit photos for
biometric facial recognition, a move criticised by local advocacy groups'.

Technology and legal experts have expressed concerns that the NDID system will be no more
useful than the previous system, will fall prey to authentication failures and privacy violations, and
will be weakened by lack of faith in government reliability."® Some Buddhists have also spoken out
against digital ID as incompatible with Buddhist dogma.'* A key informant from the National
Economic and Social Development Council countered these concerns by informing us that the
government obtained all necessary information for planning and implementation.

Lived experiences

The interviews and focus groups that were conducted in Thailand in February-March 2019
provide insight on the lived experiences of individuals interacting with the described systems.
Since there is very little research on people’s experiences with digital ID systems, this qualitative
data is useful for understanding the reality for some individuals. Some of these experiences may
contradict official reports, but it is critical to understand that all residents of Thailand do not
have one unified experience. We aim for these learnings to become part of the broader
discussion on digital identification solutions in national contexts.

Little public consultation

The Thai government seems aware of the need for at least some public consultation on their
upcoming national digital ID system. They scheduled a public hearing in July 2018 prior to the
passage of their digital ID law,"® and the Ministry of Digital Economy and Society opened public
consultation on the Personal Data Protection Bill for two weeks in September of 2018.® Still,
these opportunities are not accessible for many of the most marginalised populations in Thailand,
and we found no evidence of intentional consultation with these communities.

Similarly, neither the pink card nor the ID for people over the age of 60 show much evidence of
public consultation. Migrants we spoke with noted that the pink card system was an ongoing
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source of frustration and confusion, demonstrating a lack of effective consultation in the
system’s design. The people we interviewed about the ID for people over age 60 had a number of
ideas and concerns they wanted to share with the government, including that some of the
government schemes related to the ID are unreasonable for this population, but they did not feel
they had opportunities to share this feedback.

Registration barriers

As of February 2019, there were more than three million documented (and likely many more
undocumented) migrant workers in Thailand,” the vast majority of whom came from Myanmar.
Migrant workers are required by law to register with the Thai government through their employers
in order to receive work permits and identification documents. This population must re-register
each time they change jobs, which happens frequently due to the precarious nature of migrant
work. Information is typically not available in native languages, and labourers must provide a
range of documents to support the application process.

In addition to a helpline, the Ministry of Labour has a website'® where migrant workers can ask
questions, and it provides in-person support in some provinces. However, this support isn't
delivered consistently and can be hard to come by. Although some provinces have an official to
support migrant labourers, one interviewee described how migrants who encounter problems
struggle to get support from officials: “If we don't understand new rules, we used to call the
hotline of Ministry of Labour, but no one picks up the phone or our calls have been transferred to
several officials without any answer or any help.” Even when officials do answer calls, this person
told us, they do not seem to care or to be informed about migrants’ ID needs.

Lack of information and accessibility around this process have led to a dependence on private,
unregulated brokers for information and support in navigating these complex bureaucratic
procedures.'” These brokers are also an important stakeholder for ethnic minorities in Thailand
who have not been granted full citizenship. While some brokers facilitate the livelihood of
migrants and ethnic minorities, these groups are particularly vulnerable to exploitation.”™' As one
interviewee said, “It is so hard to refuse the service of head-hunters or paying for shortcut ways
because we don't know the Thai system and understand Thai language and we can't wait so long
to get our paper done.” This echoes challenges encountered in other digital ID systems, where the
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‘analogue’ components of a system, including community engagement and information
provisions, are forgotten or deprioritised, resulting in exclusion and loss of trust.?

Civil society organisations play an important intermediary role for marginalised groups in
Thailand, helping them access ID cards and navigate registration processes through
troubleshooting, advice and easy-to-understand resources in migrants’ native languages. In some
cases, they collect data from people and complete registration on their behalf. Although this
tactic is effective in increasing access and creating opportunities for CSOs to advocate for
migrant needs and rights, it raises concerns around data protection and privacy. When CSOs are
acting as intermediaries in an ad-hoc way, it is impossible to guarantee the security and privacy of
data that is collected. Furthermore, an organisation helping migrants told us that the brokers
migrants often rely on “cause confusion” and make false claims about the work of civil society
that have organisation staff fearing for their safety.

Rights restrictions

Regardless of which digital ID systems people were subjected to, those who found themselves
pushed furthest into the fringes of society expressed deep frustration and concern. Women'’s and
indigenous rights groups interviewed as part of this work raised concerns around the use of
digital ID systems in the surveillance and suppression of marginalised communities. One
advocacy organisation spoke of trafficking survivors they supported being “blacklisted” by
financial institutions — unable to get loans or passport extensions — because of data reflecting
experience with sex work: “We are pleased that this woman was helped but later on she shared
her problem with us that she can't apply for her new passport or any loan because her record is
under the blacklist.”

In a focus group with indigenous people, participants expressed a lack of understanding about
why their data was collected, as well as how it was used and shared between government
departments:

It is convenient for government officials to access individual information through our ID
card. Our individual information has been shared with every government agency. We don't
have a clue how each agency uses our data. We don't have access to our own information
and update it.

Digital ID systems were seen as a way for the government to track and control the community.
One interviewee stated:

Government officials know where we live and suggest us not to go outside of our village
to join political protests. At one point, government officials knew that our leaders went out
of village and organised a consultation with other villagers without informing our leaders.
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While this link between digital ID and government surveillance of indigenous people is
unsubstantiated, the views of these communities and their advocates reveal a lack of trust in
both the government and digital ID systems.

Conclusions and recommendations

In this work, we examined the national ID system along with systems affecting two specific
communities whose rights are often denied: migrant workers and elderly people. The issues we
observed with the migrant workers’ pink card in particular raise serious concerns about how the
design of ID systems can limit access through language barriers and lack of support around
information and navigating registration. That said, the pink card did indeed grant benefits to
people who were able to obtain the card, demonstrating the positive potential of these systems.

One of the biggest lessons from the research in Thailand is that the reliance on fragmented
infrastructures makes it difficult for both affected populations and potential advocates to properly
understand the systems they interact with, which leads to confusion and a decreased ability to
push for change. Although NDID may reduce the need for multiple IDs, this system raises
questions around data sharing across government agencies and various private sector partners.
As we saw with the sex worker example above, broad data sharing can have an adverse impact
on already vulnerable populations.

Moreover, the experiences shared with us, especially around the pink card, highlight issues that
will undoubtedly be raised in other ID systems. Migrants and non-citizens are often the first to
face a denial of rights, which makes these experiences important warnings for institutions
implementing digital ID and civil society advocating for the needs of such populations.
Addressing the problems found in this research can go a long way toward building user trust and
ensuring full enjoyment of the benefits of digital ID systems. If the Thai government aims to make
implementation of the NDID far more effective than the platform developed in 2005, regular
engagement with diverse constituencies will be critical.

Thailand has a number of digital rights organisations, such as Thai Netizen and Manushya
Foundation, both of which advocated for changes to the Cybersecurity Act in late 2019%° and are
well versed in some of the issues surrounding digital ID. In fact, strategic litigation and legal
advocacy may play a valuable role in changing the national digital ID system, thanks to the
Personal Data Protection Act?** based on the European Union’s General Data Protection
Regulation and passed by the Thai government in early 2019. The presence and, hopefully,
enforcement of this data protection regulation offers potential for civil society looking for
strategies to support a more rights-based approach to digital ID in the future.
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